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About Lupin Limited

Lupin Ltd. is an Indian pharmaceutical firm that ranks among the top ten 
generic pharma manufacturers in the world. It began operations in 1968 
and has since grown to become one of India's and the world's largest 
pharmaceutical companies. Lupin has consistently extended into new 
areas and locations over the years, producing medications that provide 
the promise of excellent health to communities across the globe.

Lupin was impressed by Spectra's substantial experience securing pharma 
companies and their expertise in centralizing data storage and 
administration. Since 2014, Spectra has been e�ectively handling the 
company’s access and identity management requirements.



Use Case

Lupin Pharma's extensive operations were in desperate need of data 
centralization.

Each of the company’s units had installed its own, separate security 
system, resulting in the management lacking a correct overview of the 
organization’s operations. Data storage at each facility had become 
inconvenient and the client’s IT Department was struggling with the 
upkeep of several security systems.

Any kind of integration, or acquiring genuine statistics about the 
company had become a nearly impossible task, and this was a�ecting 
critical decision making.

Spectra approached Lupin in 2014 and suggested implementing a robust 
web-based application. This was to make reviewing and re-examining 
existing procedures easier while flawlessly supervising daily operations.



Spectra's solution began with centralizing attendance, access, canteen as 
well as visitor management for Lupin. This guaranteed that all the data 
for these given processes from the production units was collected 
centrally, storing it all in a considerably fortified location.

We gave them iApp - Spectra’s enterprise identity management system, 
that established complete data visibility and data control for the client, 
increasing operational e�ciency.

The client already had an existing HRMS (SAP). We initiated an 
API-based integration with the software that, among other benefits, 
accomplished 2 main aspects:

Solution

The client could use iApp’s API (Application Programming Interface) to push any 
addition and deletion of users in the master data.

The data necessary to process payroll was fed back into their HRMS via iApp.

1.

2.



We also did an SSO (SAML 2.0-based) integration for the client so that 
their employees/users could gain secure access to iApp self service portal 
without having to remember or enter another userID-Password pair.

To not limit user capacity for the client’s facilities and establish flexible 
access, we gave them the facility of fingerprint templates on MiFare / 
Smart cards, eliminating the need to store the biometric information of 
the user in the terminal or a database.

Certifications

QA and Testing / Quality Assurance / Quality Checks / Performance 
Testing For deploying iApp at Lupin, we had the software certified with 
various industry standards:

CSV

FDA 21 CFR Part 11 Compliance

VAPT



About Spectra

SPECTRA endeavours to deliver its promise of o�ering the most e�ective 
security solutions and improving business administration, which a�rms 
its legacy of trust, reliability, insightful experience, and persisting 
innovation. Having been the leading provider of biometric identification 
and access control technologies for over two decades, SPECTRA brings 
pioneering ideas and innovations to the forefront through its products. 

SPECTRA o�ers customized access control solutions for organizations so 
that they have exactly what they need to exercise absolute supervision 
and have a smooth, streamlined, operative framework. Even more 
notable is the company’s brilliantly competent customer service that aces 
its competitors by far.

To know more about us, visit our website www.spectra-vision.com


