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About Sun Pharma

Sun Pharmaceutical Industries Ltd. (Sun Pharma) is the world's fourth 
largest specialized and leading pharmaceutical company, with 
approximately US$ 4.5 billion in revenue. They supply high-quality, 
a�ordable medications trusted by healthcare professionals and patients. 
Covering more than 100 countries throughout the world, their products are 
backed by their state-of-the-art production facilities at numerous locations.

Before being merged with Sun Pharma in 2014, Ranbaxy has used our smart 
solutions across their various locations since 2009. Sun Pharma invariably 
adopted our valued services on strong recommendation from Ranbaxy.



Use Case

Sun Pharma implemented its own Oracle-based ERP across all its 
locations after the merger. However, the attendance system at legacy 
Sun Pharma locations were decentralized. They also reported a high 
hardware failure rate, severely a�ecting daily operations. These 
individually running systems also failed to present an accurate overview 
of the company’s statistics.

The client had also established a strict protocol regarding accessibility to 
ERP data only after a successful attendance punch on the hardware. 
Because of hardware issues, this integration was also su�ering a lot.



Attendance

We brought over Sun Pharma’s systems over to iApp, including all 
locations previously owned by Ranbaxy. We repurposed our devices 
already installed at erstwhile Ranbaxy locations. We also added new 
devices to all legacy Sun Pharma sites. Today, the entire Sun Pharma 
group’s attendance data and processes are managed by Spectra.

Keeping Sun Pharma’s mandatory requirement in mind, we customized an 
additional layer of security in iApp. This addition would facilitate an 
employee to access their ERP data only if they have punched their 
access/attendance on Spectra’s device.

Custom Access Rules

Under FDA compliance rules, we specially designed a custom logic 
movement rule for Sun Pharma. It controls the movement of individuals 
from beta-lactam manufacturing areas to the non-beta-lactam ones to 
avoid even the minutest possibility of cross-contamination. Hence, the 
company is protected from massive financial and credibility losses. The 
protocol restricts admission from one area to another for 24 hours. 

Solution



The employees using the on-site shower system for decontamination are 
allowed to enter these manufacturing floors again within the 24-hour 
time frame.

Access Control

To not limit user capacity for the client’s facilities and establish flexible 
access, we gave them the facility of securely storing fingerprint templates 
on smart cards. This eliminates the need to store the biometric 
information of the user in the terminal or a database.

Certifications

For deploying iApp at Sun Pharma, we had the software certified with 
various industry standards to ensure the identification, strength, quality, 
and purity of their drugs/products and processes:

CGMP - A comprehensive compliance audit to ensure the identification,
strength, quality, and purity of the drug/product.

CSV

FDA 21 CFR Part 11 Compliance



About Spectra

SPECTRA endeavours to deliver its promise of o�ering the most e�ective 
security solutions and improving business administration, which a�rms 
its legacy of trust, reliability, insightful experience, and persisting 
innovation. Having been the leading provider of biometric identification 
and access control technologies for over two decades, SPECTRA brings 
pioneering ideas and innovations to the forefront through its products. 

SPECTRA o�ers customized access control solutions for organizations so 
that they have exactly what they need to exercise absolute supervision 
and have a smooth, streamlined, operative framework. Even more 
notable is the company’s brilliantly competent customer service that aces 
its competitors by far.

To know more about us, visit our website www.spectra-vision.com


