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About Intas Pharmaceuticals

Intas is a leading, vertically integrated global pharmaceutical formulation
development, manufacturing, and marketing company. Over the years,
Intas has grown both organically and via acquisition. It is currently present
in more than 85 countries worldwide with robust sales, marketing, and
distribution infrastructure in markets like North America, Europe, Central &
Latin America, Asia-Pacific as well as CIS and MENA countries.

Spectra has been securing Intas’ facilities since 2015, especially deploying
effective door interlocking solutions as per its requirements. Today,
around 90% of Intas’ manufacturing plant is secured by Spectra’s devices.




Use Case

Intas was using Spectra’s legacy software but wanted to implement a
couple of specific access rules at its facility to ensure operational
efficiency. It wanted a true picture of the number of people present in a
particular room.

Another requirement was to enable time-based access for certain
sensitive areas that would restrict entry and exit for the duration
programmed in the system.




Solution

Door Interlock

We implemented our advanced door interlocking solution — with and
without switches — at the client’s facility. The switches are used as
external centralized emergency controllers to open all doors at the time
of emergency.

Access Control

Based on the client’s access rule requirements, we implemented:

1. Occupancy Rule - The doorways to the designated room will have a maximum
population limit set and the default command would be ‘lock.” Then, the selected
doors will automatically go into ‘no entry’ mode when the threshold is reached.
Access will not be allowed inside the room until population numbers drop to a safe
level. When someone exits from the doorway and reduces the room’s population
count, the entrance control will reset to normal and allow additional people to enter.

2. Time-based Rule - This rule will allow access on the basis of the time programmed.
The client will be able to place restrictions on outbound or inbound traffic to the
designated area based on a particular time of the day, particular days of a week, or
a particular purpose for which the area shall be used.




Certifications

For deploying iApp at Intas, we had the software certified with FDA 21
CFR Part 11 Compliance. It covers different issues from security and control
of user credentials to maintaining and retaining electronic records that are
useful for audit trails.

The application of a risk-based approach to 21 CFR Part 11 helps the
pharmaceutical industry devote critical attention to process understanding
and encourages active adoption of innovative technologies.

Spectra evaluates its solution to be in line with this essential regulation
and works with pharma companies to proactively implement the
necessary procedures.

iApp has been developed following the CPD (Continuous Product
Development) process, ensuring critical documentation is maintained at all
times for the customers of this industry.




Maximum security and access control are required in highly public areas
like elevators, corridors, and lobbies. Spectra installed access control card
readers to prevent intruders from entering the premises. These
controllers are programmed and integrated in such a way that only
hospital staff can access certain restricted floors via elevator. By
installing access control card readers in the elevators and lobbies, the
hospital's perimeter is kept secure and prevents intruders from
trespassing on the premises.

ICU

For their ICUs and OTs, Spectra offered a real-time face recognition
system that would eliminate any possibility of touching and
contaminating surfaces or equipment in those areas. The face recognition
device we offered can detect faces even in low lighting conditions and
supports face intuitive exposure. The benefits of these features are that
users can be recognized even if they’re wearing surgical masks and caps.
This facilitates efficiency and time-saving to a great extent.




About Spectra

SPECTRA endeavours to deliver its promise of offering the most effective
security solutions and improving business administration, which affirms
its legacy of trust, reliability, insightful experience, and persisting
innovation. Having been the leading provider of biometric identification
and access control technologies for over two decades, SPECTRA brings
pioneering ideas and innovations to the forefront through its products.

SPECTRA offers customized access control solutions for organizations so
that they have exactly what they need to exercise absolute supervision
and have a smooth, streamlined, operative framework. Even more
notable is the company’s brilliantly competent customer service that aces
its competitors by far.

To know more about us, visit our website www.spectra-vision.com




